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FOCUS

ISACA Issues CosiT 5

Survey: 44% of Enterprises Worldwide
Plan to Increase IT Investments in 20

ISACA just released CosIT 5, the only
business framework for the governance and
management of enterprise IT. The new version
of CoBIT promotes seamless continuity between
an enterprise’s IT department and its overall
business goals, and represents a major evolution
of the globally accepted framework in use at
enterprises worldwide for more than 15 years. The
CoBIT 5 framework is available from ISACA — a
nonprofit global association of more than 95'000 IT
governance professionals — as a free =» download.

According to a recent global survey of more than 3,700 IT professionals who are
members of ISACA, nearly half of respondents’ enterprises (44 percent) are plan-
ning to increase their IT-related investments selectively in the next 12 months,
based on expected contribution to business value. The survey also showed that
74 percent of executive teams consider information and technology to be very
important to the delivery of the enterprise’s strategy and vision.

CosIT 5 provides globally accepted principles, practices, analytical tools and
models designed to help business and IT leaders maximize trust in, and value
from, their enterprise’s information and technology assets. This update is the
result of a four-year initiative led by a global task force and has been reviewed
by more than 95 experts worldwide. To date, more than 16'000 professionals
have preregistered to receive a copy. The previous version of CosIT has been
downloaded more than 100'000 times.

«The advance interest in CosIT 5 has been overwhelming. It is clear that
enterprises everywhere are aggressively seeking guidance on how to manage
and ensure value from the growing mountain of information and increasingly
complex technologies they are grappling with,» said Derek Oliver, Ph.D.,

=> Continuation


https://www.isaca.org/ecommerce/Pages/Cobit5-Download-Registration.aspx
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After Hours Seminar * 24. April 2012 » 16:40 Uhr
1ISO27001 als Insellosung?

Die IT wird durch das Business immer mehr als Dienst-
leistungserbringer betrachtet, der vom Kerngeschift losge-
lost ist — und die IT passt sich diesem Gedanken an und
stellt dadurch immer mehr standardisierte Services (ITIK)
zur Verfugung. Unter diesem Aspekt kann es hilfreich sein,
die IT losgelost vom Business in ein ISMS einzubinden.

Referent: Urs von Ballmoos

* Was waren die Grinde fur den Aufbau eines ISMS?
* Weshalb nur die IT?
* Wie kann die ISO2700x-Norm mit einem kleinen Scope
umgesetzt werden?
* Wie geht man mit den Abgrenzungen zwischen
“in scope* und “out of scope” um?
* Wie wird das ISMS gelebt?
* Welcher Nutzen resultiert aus der Zertifizierung?
=» Anmeldung

Continuation «ISACA Issues CoBIT 5»

CISA, CISM, CRISC, CITP, FBCS, FISM, MInstISP,
and co-chair of the CosIT 5 Task Force. «Information is
the currency of the 21st century, and CosIT helps enter-
prises effectively govern and manage this critical asset.»

How CoBIT 5 Is Used

CoBIT 5 can be tailored to meet an enterprise’s specific
business model, technology environment, industry, location
and corporate culture. Because of its open design, it can be
applied to meet needs related to:

* Information security

* Risk management

* Governance and management of enterprise IT

* Assurance activities

* Legislative and regulatory compliance

- Financial processing or CSR reporting

According to the ISACA survey, in the past 12 months:

* 48% of responding enterprises experienced project
overruns

* 41% experienced a high cost of IT with a low or un-
known return on investment

* 38% said there was a disconnect between business and
IT strategies

* 22% experienced a security breach

* 21% reported challenges related to mobile device security

«CoBIT 5 offers a much-needed common vocabulary and
set of processes to enlist stakeholders from across the
organization — not just IT — in considering the issues and
impact of key business and technology issues such as cloud
computing, growth of mobile devices and BYOD (bring

your own device), data privacy and cybersecurity threats,»
said John Lainhart, CISA, CISM, CGEIT, CRISC, CIPP/G,
past international president of ISACA and co-chair of the
CoBIT 5 Task Force. «Most people wouldn’t venture into
a major storm without protective gear like an umbrella.
Yet, that’s what enterprises do every day when they leave
their technology assets unprotected.»

Five Principles and Seven Enablers

This significant update of the CoBIT framework simplifies
governance challenges with just five principles and seven
enablers. The principles are: 1.Meeting Stakeholder
Needs, 2. Covering the Enterprise End-to-end, 3. Applying
a Single, Integrated Framework, 4.Enabling a Holistic
Approach, and 5. Separating Governance FromManagement.
The enablers, which help achieve enterprise goals, are:
1.Processes; 2.Principles, Policies and Frameworks;
Skills
Competencies; 5.Culture, Ethics and Behaviour; 6. Ser-

3.Organisational Structures; 4.People, and

vices, Infrastructure and Applications; and 7. Information.

The new version of CoBIT is also designed to integrate
other approaches and standards, including TOGAF,
PMBOK, Prince2, COSO, ITIL, PCI DSS, the Sarbanes-
Oxley Act and Basel III.

CogIT 5 is available to all as a free-of-charge =» download.
ISACA also today released CoBIT 5: Enabling Processes
(free to ISACA members and US $134 for nonmembers)
and CoBIT 5 Implementation (free to ISACA members and
US $50 for nonmembers), which help framework users
apply the guidance. Print editions of all three guides are
available for purchase from the =» ISACA Bookstore.

|


http://www.isaca.ch/kurs-details-after-hours+M51a0cb3617b.html
https://www.isaca.org/ecommerce/Pages/Cobit5-Download-Registration.aspx
www.isaca.org/bookstore
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Vorschlag fur eine Interessengruppe IT-Revision

Kick-Off: Donnerstag 28. Juni 2012(15:00-19:00)
Mogliche Partizipation: IT-Revisionsleiter Schweiz basierter Firmen, oder Firmen,
welche IT-Abteilungen in der Schweiz haben (Finanzen, Gesundheit, Industrie) — Ziel 6-15
In einer zweiten Stufe: Interne/externe Informatikrevision, IT Risk Management-Mitarbeiter

Date:
June, 28, 2012 (15:00-19:00)

Target audience (first stage — core group):
IT audit leads of blue-chip companies based or head-
quartered in Switzerland (finance, health, pharmaceutical,

industry). Target meeting group 6-15 participants.

In a second stage:
Implement a broader, overarching group which will be
comprised of employees with direct IT internal audit and

external audit exposure/IT Risk exposure.

Language:

Depending on participations, but solely English speaking
are welcomed, presentation can be in German/English
Hosting:

Zurich is happy to host the first meeting, other possibility at
SVIR or ISACA

Meeting place for first meeting:
Zurich Insurance Company, Mythenquai 2, 8022 Zirich

Proposed Agenda:
15:00 Introduction, greeting, positioning

15:30 Goals of the working group/Charter/Meeting
Frequency/Hosting

16:30 Possible topics for detailed discussion/exchange
* IT audit planning/Exchange of plan Highlights
* Integrated Assurance /Business IT Integration
* Risks/new Threats
* IT Auditing in outsourced environments
* Working with external audit
* Work programs/Testing
e Usage of CAATS
* Audit automation
* Costumer centricity of IT audits

18:30 Wrap up/Conclusion/Brainstorming for next
topics/discussion/next steps

19:00 Apero — Networking

Contact:
Robert Zergenyi

First After Hours swisssecurity.org

Stamm fiir Mitglieder der Organisationen von swisssecurity.org

Wann:
Donnerstag, 3. Mai 2012 (18:00 — 21:00)

Wo:
Amber Bar&Club, Bahnhofquai 15, 8001 Zurich (=» Plan)

Wer:

Mitglieder der Swiss Security Organisationen der Schweiz
* swisscrows@swisssecurity.org- organiser

* ISACA

* SGRP

* ISSS

¢ Datenschutz-Forum Schweiz
e CCCZH

e ISSA

¢ BCMnet.CH

¢ OWASP Switzerland

¢ InfoSurance

¢ ISSS

e ISC2

e ASIS Chapter 160

* DEFCON Switzerland

=» Anmeldung

Retrouvez dés maintenant les membres «ISACA Suisse romande» sur Linked [

Join the English speaking members of the ISACA Switzerland Chapter on Linked [}


mailto:robert-stephan.zergenyi%40zurich.com?subject=
http://www.linkedin.com/groups?gid=4273570&trk=anet_ug_grppro
http://maps.google.ch/maps?q=Amber+Bar%26Club,+Bahnhofquai+15,+8001+Z%C3%BCrich&hl=en-GB
mailto:swisscrows%40swisssecurity.org?subject=
http://www.linkedin.com/groups?about=&gid=1991350&trk=anet_ug_grppro
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24.4.2012 =» After Hours Seminar ISACA Switzerland Chapter: ISO27001 als Insellésung?
234.12 =» ISO 27001/2 Self Assessment zur ISMS-Standortbestimmung
o ISMS-Ausbaugrad effizient und korrekt messen
29.5.12 =» After Hours Seminar ISACA Switzerland Chapter
=» Meistern kritischer Situationen (fiir Revisoren und Sicherheitsbeauftragte)
2-35.12 Verbesserung des personlichen Kommunikationsverhalten von Revisoren/Sicherheitsbeauftragten
in kritischen Situationen
=» Wirksame Awareness-Kampagnen gestalten und umsetzen
7.5.12 Systematische Durchfuhrung von Aktivitaten fur anhaltende Awareness
(mit zahlreichen Beispielen/Erkenntnissen aus der Praxis)
7.85.12 => Networking Analysis - Sniffing
T Mit unserem Ausbildungspartner Compass Security (dieser Kurs findet in Jona/Rapperswil statt)
=» Grundlagen der Kryptologie — ohne Mathematik
15.5.12 Alle notwendigen Fachbegriffe und Erkenntnisse aus vielen Krypto-Anwendungen;
besonders geeignet fur IT-Prifer, Sicherheits-Spezialisten, Manager — ohne viel Mathematik!
=» JAVA Enterprise fiir IT-Entscheider und Qualitatsverantwortliche
21.5.12 Effiziente Pritfung und Beurteilung von Java-basierten Anwendungen und Plattformen; fiir Revisoren,
Sicherheitsbeauftragte und Entscheider — ohne Programmier-Kenntnisse!
=» Grundlagen zur Priifung von SAP-Systemlandschaften *
4.6.12 Notwendiges Grundlagenwissen fur die Untersuchung von SAP-Systemlandschaften — eine kompakte
Einfuhrung fur alle interessierte Personen ohne grosse SAP-Erfahrung
=» Priifung des Berechtigungskonzeptes von SAP-Systemen *
5.6.-6.6.12 SAP-Berechtigungskonzepte und ihre Wirkungsweise verstehen, kritische Konstellationen aufspiiren
konnen und Implementierungen als Prifer oder «Berater» konstruktiv begleiten
=» Systempriifung von SAP-Systemen *
7.-8.6.12 Untersuchung zahlreicher sicherheitsrelevanter Problemstellungen in der Konfiguration von SAP-Systemen
(z.B. Basissicherheit, Benutzer-Verwaltung, Protokollierung usw.)
9.6.12 Offizielle ISACA-Priifungen fiir CISA, CISM, CGEIT und CRISC in Ziirich
11.6.12 - Risiken, Uberwachung und Priifung von Outsourcing-Providern
o Bekommen Sie Ihr Outsourcing in Griff — speziell auch fur KMUs
13.6.12 =» Social Media effizient priifen und in den Griff bekommen
o Nutzen und Risiken erkennen und wirksame Management-Prozesse einfithren
28.-29.6.12 BE - IT Governance for Mobile Technology ¢ In English
2.7.12 BI& - Social Networks in the Business World - Risk or Reward ¢ In English
3.7.12 BIE - Introduction to Cloud Computing ¢ In English

6.7.12 oder 9.7.12 M = CISA-Zertifikatskurs 2012|2 ¢ Offizieller Einfiirungs- und Informationstag

6.7.12 oder 9.7.12 B = CISM-Zertifikatskurs 2012|2 ¢ Offizieller Einfiirungs- und Informationstag

6.7.12 oder 9.7.12 B = CGEIT-Zertifikatskurs 2012|2 ¢ Offizieller Einflirungs- und Informationstag

6.7.12 oder 9.7.12 M =» CRISC-Zertifikatskurs 2012|2 ¢ Offizieller Einfiirungs- und Informationstag

=» Projektmanagement-Knowhow fiir Nicht-Projektleiter

11.-13.7.12 . . . .
Softwareentwicklungsprojekte optimal begleiten und prifen
M = Definitive Durchfuhrung * Diese drei Kurse zu SAP sind aufeinander abgestimmt
WEITERE VERANSTALTUNGEN
=> Forum Enterprise Content Management / Information Governance 5.5.2012
=» ECM Forum . . T . . o .
Spezialpreis ISACA-Mitglieder Fr. 160.- statt 390.- bei Anmeldung tiber =» Bruno Wildhaber Zirich-Oerlikon
= Glenfi ISACA Impl ing G fE ise IT Using CosIT 11:06.2012
enfis > mplementing Governance of Enterprise sing Cosl bei Glenfis
18.06.2012
=» Glenfis =» ISACA 4.1 CosIT Foundation Zertifikat

bei Glenfis
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